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               Point Device Configuration Survey

WELCOME to Verifone Payment Solutions 
Please complete sections I - V below. Section VI is reserved for Direct to Host implementations. Please populate as much information as possible prior to returning the Survey and a Verifone team member will reach out and assist with questions.
I. Company Information 
Please fill in the section below with your company information.
Verifone INTERNAL

Verifone Sales Exec: Peter Grenier


Verifone INTERNAL

Verifone Account Admin:



Company Name:  

Address:  

City, State, Zip: 

Contact Name:

Contact Title:
Contact Phone:

Contact Email:
Contact Fax:  

Estimated # of Sites:
Estimated # of devices:

Device Type(s):

POS Application Name(s):  WordStock CCA10 Point

Special Comments:  
DROP SHIP TO WORDSTOCK 37 BROADWAY, ARLINGTON MASS 02474


II. Payment Card Processor
· This is the entity that will be performing the actual card processing. Ask your Merchant Services Provider (MSP) for this information.
NOTE: Please indicate who will be performing the “front end” authorization of the payment card.
Point Classic
Point Enterprise

Credit/Debit/EBT Processors
Processor

Chase Paymentech Tampa
 
First Data Rapid Connect (Pass Through)
 
First Data Rapid Connect (Direct)
 

First Data North
 
Elavon
 
Vantiv (Direct)
 

Global Payments East
 
First Data Nashville ISO
 
Chase Paymentech (Direct)
 

TSYS
 
First Data Omaha
 
 
 

WorldPay
 
Heartland
 
 
 

First Data Rapid Connect (Classic)
 X
Vantiv St. Pete
 
 
 

Gift Processors
Additional Processing Setup Info

Chase Paymentech Tampa
 
Elavon
 
Cybersource
 

Givex
 
First Data Valuelink
 
Microsoft Dynamics
 

TSYS
 
SVS
 
NOTE: Verify with your Verifone representative for EMV Certified Processors

WorldPay
 
Vantiv St. Pete
 


Check Processors


Telecheck
 
 


Estate Management
a. Information for Estate Management Customer ID
Login Name <this is customer primary reporting login, preferably the portion before the @ in an email address>


Contact Name (primary VHQ Admin)
WordStock CCA Help

Contact Phone
800-444-7224

Contact Email Address
ccahelp@wordstock.com

Contact Fax Number


b. Information for creating the Estate Management Agent configuration file
Name
Default
Type
Description
Range
Customer input

Heartbeat Frequency
3600
Integer
Heartbeat frequency of the device to report back to the Estate Manager server

Recommended HB frequency for most estates is 900 (15 minutes). 
Min. 300 secs
900

Maintenance

Start
2200
Integer
Maintenance window start time in the following format: HHMM

Where


HH = 00 – 23


MM = 00 – 59

This time is designated to start preferably during “off hours”. Recommended start time is 0000 or 0100.

NOTE: all devices will start the maintenance heartbeat at sporadic times during this window.
0000 – 2359
02:02:00AM

Maintenance

End
0600
Integer
Maintenance window end time in the following format: HHMM

Where


HH = 00 – 23


MM = 00 – 59

This time is based on the number of terminals that will be reporting in during a maintenance window. Recommended duration for the maintenance window is approx. 4-6 hours for most estate sizes.
0000 – 2359
04:30:00AM

Maintenance

Days
“*”
String
Maintenance Days for the device.  Concatenate the following strings together or use * for all days:

Su – Sunday

M – Monday

Tu – Tuesday

W – Wednesday

Th – Thursday

F – Friday

Sa – Saturday

For example, maintenance days on Monday, Tuesday, Thursday and Friday would set this value to “MTuThF”

This value should be set for days you wish to have certain maintenance tasks completed, such as update downloads.
N/A
*

Customer ID
<CompanyName>
String
Instance name.  Typically the name of the company or variation of it.
15 characters max
N/A

Device Configuration
c. Payment Type, Device Type, and Industry Type
· Please mark the appropriate industry next to the device type

· Highlight the appropriate Payment Type(s) accepted

· Any additional Payment Types not listed, please consult with your Verifone representative
NOTE: Verify with your Verifone Representative on the payment types supported by your card processor
Device Type
Retail
Restaurant 

(tip modification)
Payment Type
COMMENTS

MX915

NA
Credit Only





Credit, Debit





Gift





Private Label





EBT


MX925

NA
Credit Only





Credit, Debit





Gift





Private Label





EBT


VX805


Credit Only





Credit, Debit





Gift





Private Label





EBT


VX820


Credit Only





Credit, Debit





Gift





Private Label





EBT


VX520


Credit Only





Credit, Debit





Gift





Private Label





EBT


VX520 Stand Alone


Credit Only





Credit, Debit





Gift





Private Label





EBT


VX690 Stand Alone


Credit Only





Credit, Debit





Gift





Private Label





EBT


e355


Credit Only





Credit, Debit





Gift





Private Label





EBT


If Debit or EMV is enabled, please indicate the production debit key or KSN that should be injected into the terminal. Debit keys are used for EMV Online PIN verification methods.
NOTE: This information is provided to you by the card processor, and MUST be provided to Verifone in the VAR Sheet (PAYware Connect), or directly to your Implementation Manager (if applicable).
Debit Key Part Number or KSN


d. Device configuration
· Notate the appropriate settings/features you would like enabled on your device with a Y/N or applicable numeric value. The settings below will determine what features and prompts are enabled or disabled in your terminals.
· PLEASE ENSURE ALL FEATURES AND FLOWS ARE THOROUGHLY TESTED WITH THE POS INTEGRATION
Customer Prompts

Signature Capture (MX Only)
Enable/Disable terminal to prompt for signature on a credit card transaction based on configured. This does NOT apply to EMV transactions
Enable

Signature Image Type
Image type that SCA will send back to the POS to be archived. Verify with your POS provider for the image type they support. 

(BMP, TIFF, 3BA)
NOTE: 3BA is not supported with PAYware Connect
BMP

Sig Limit-Visa

(MX Only)
The terminal will prompt for signatures only above this dollar amount.  Default is $0, meaning all credit transactions will prompt for signature
$25.00

Sig Limit-Amex

(MX Only)
The terminal will prompt for signatures only above this dollar amount.  Default is $0, meaning all credit transactions will prompt for signature
$25.00

Sig Limit-MC

(MX Only)
The terminal will prompt for signatures only above this dollar amount.  Default is $0, meaning all credit transactions will prompt for signature
$25.00

Sig Limit – Discover

(MX Only)
The terminal will prompt for signatures only above this dollar amount.  Default is $0, meaning all credit transactions will prompt for signature.
$25.00

Sig Limit – JCB

(MX Only)
The terminal will prompt for signatures only above this dollar amount.  Default is $0, meaning all credit transactions will prompt for signature.
$25.00

Sig Limit – Diners

(MX Only)
The terminal will prompt for signatures only above this dollar amount.  Default is $0, meaning all credit transactions will prompt for signature.
$25.00

Split Tender
The terminal will ask the customer if they would like to put the total amount of the transaction on the card they were about to swipe.  If they say no, it will ask for the dollar amount they would like to charge.
N

Counter Tip
The terminal will prompt the customer to enter a tip amount on the device that is immediately added to the total, rather than having to send it with a separate transaction.
N

Loyalty Capture
The terminal will prompt the customer for their phone number at outset of the transaction
N

Email Capture

(MX Only)
The terminal will prompt for email at the outset of the transaction
N

Cashback (debit = Y) (MX Only)
The terminal will prompt for cash back on a PIN debit transaction.
N

Cashback Preset Option 1 (MX Only)
Cashback selections available to customer (ex, 20, 40, 60, etc).
N

Cashback Preset Option 2 (MX Only)
Cashback selections available to customer (ex, 20, 40, 60, etc).
N

Cashback Preset Option 3 (MX Only)
Cashback selections available to customer (ex, 20, 40, 60, etc).
N

Cashback Preset Option 4 (MX Only)
Cashback selections available to customer (ex, 20, 40, 60, etc).
N

Cashback Preset Option 5 (MX Only)
Cashback selections available to customer (ex, 20, 40, 60, etc).
N

Payment Types

Partial Auth
If enabled, a transaction for an amount more than the balance of the card will be accepted and the remaining balance due will be returned to the POS.  If not enabled, it will simply decline that transaction.
Y

Cash
Enables cash option to pay balance for the existing transaction. Typically used with split payments. 
NOTE: Not commonly used. Consult with your Verifone representative.
N

Store and Forward

SAF
Enable/Disable local authorization and transaction storage on the terminal if network connectivity is lost.
Y

SAF Limits by Card Type
Designated SAF Limits by card type per transaction.
NOTE: This is not commonly used. Consult with your Verifone representative. 
N/A

Offline Days Limit
The number of consecutive days a device will allow offline transactions
10

Total Floor Limit
The total dollar sum of transactions that the terminal can store.

$100,000.00

SAF Maximum Pending (VX Only)
Used in conjunction with Total Floor Limit.  The maximum number of pending transactions that can be stored in the SAF queue.  Max value 999 or 5000* (*=dependent on SCA version)
5000

Transaction Floor Limit 
The maximum dollar amount of a transaction that can be stored on the device if network connectivity is lost.  Anything over this limit will require a voice authorization to be performed.
$9,999.00

Extended Features

Contactless
Enable/Disable NFC Contactless payments from devices such as Apple Pay, Android Pay, etc. This does NOT include EMV Contactless.
Enable

Card Read Screen First (MX ONLY)
Enables prompt for Swipe/Tap/Insert upon receiving the CAPTURE request from the POS. This is recommended when implementing a Preferred AID for Dual AID cards
Enable

Swipe Ahead (MX Only)
Enable/Disable the device to accept the payment prior to a Sales Capture request from the POS (prompts at the Welcome Screen or Line Item Display screens). This DOES apply to EMV “pre” insert. 
Disable

Line Item Display

(MX Only)
Enable/Disable customer facing order confirmation display. Verify with your POS provider if they support this functionality.

If Lineitem_display=N, consult the MX Series Media Guide

Full Screen Line Item Display is available with later versions of SCA
Enable

Device Secondary Port (MX Only)
Enable/Disable secondary listening port on the device to send and receive device status commands. Verify with your POS provider if they support this functionality
Enable

Consumer Option 1 (MX Only)
Display button in fixed position 1.  Label options are 0-Disable, 1, Gift Receipt, 2-Private Label Card, 3-Email Offer, 4-Email Receipt
0

Consumer Option 2 (MX Only)
Display button in fixed position 2.  Label options are 0-Disable, 1, Gift Receipt, 2-Private Label Card, 3-Email Offer, 4-Email Receipt
0

Consumer Option 3 (MX Only)
Display button in fixed position 3.  Label options are 0-Disable, 1, Gift Receipt, 2-Private Label Card, 3-Email Offer, 4-Email Receipt
0

Consumer Option 4 (MX Only)
Display button in fixed position 4.  Label options are 0-Disable, 1, Gift Receipt, 2-Private Label Card, 3-Email Offer, 4-Email Receipt
0

Consumer Option 5 (MX Only)
Display button in fixed position 5.  Label options are 0-Disable, 1, Gift Receipt, 2-Private Label Card, 3-Email Offer, 4-Email Receipt
0

Consumer Option 6 (MX Only)
Display button in fixed position 6.  Label options are 0-Disable, 1, Gift Receipt, 2-Private Label Card, 3-Email Offer, 4-Email Receipt
0

EMV

EMV
Enable/Disable the ability to take chip (EMV) cards on the terminal
NOTE: Verify with your Verifone representative on certified processors
Enable

EMV Contactless 
Enable/Disable the ability to accept EMV Data through NFC contactless methods such as Android and Apple Pay
NOTE: This is a limited certification – consult with your Verifone representative
Enable

PIN Bypass
Provides the customer the ability to bypass Pin entry on the terminal when prompted
Y

EMV NOCVM (Configurable Dynamic Kernel)
This completely bypasses the CVM designated on the card (PIN and Signature). This is separate from Signature Limits stated above. Consult with your Verifone representative to verify if this is certified with your processor.

Notate Y/N and the limit you want to set the floor limit (typically matches signature limits).
NOTE: We highly recommend you consult with your processor, as this does re-introduce risk/liability for your business.
N

Cashback by AID (cashback=Y)
Enables Cashback to be allowed by AID. There are some Credit AIDs that allow cashback and can be enabled. The cashback option must be enabled for this feature.
NOTE: This is only available in more recent versions of SCA. Consult with your Verifone representative.
N

Dual AID Options

Select from ONE of the three below options for the handling of Dual AID cards.  Dual AID cards are cards that have two (sometimes more) AIDs on them.  These are typically your bank cards.  Naming conventions: MasterCard/Visa DEBIT, which actually represents the Credit AID.  The Debit AID is almost always US DEBIT.  This confuses customers because they are unsure which is which.  Merchants should prefer to have either the credit or debit AID auto selected rather than having to make the customer choose. 


Auto Credit
When presented with a dual AID card, the terminal will automatically run it as a Credit


Auto Debit
When presented with a dual AID card, the terminal will automatically run it as a Debit


Customer Choice
When presented with a dual AID card, the terminal will prompt the customer with the option to select which AID to use; Visa or MasterCard Debit or US Debit.
Y

Appendix A – Additional Use Case Parameters

· Please consult with your Verifone Representative for the appropriate guides to review additional parameters you may need enabled to support specific processing. An example has been provided in the graph provided below. 
Parameter
Description 

(copy/paste the description from the application parameter guide)
Value

EXAMPLE: 
allowgiftactivatetosaf 
Allows the SAF of GIFT ACTIVATE and MERCH_CREDIT ACTIVATE transactions (SAF)
Y/N

vss_pin_minmax
Allow 4-16 digits for a PIN entry
4-16

receiptenabled
Include receipt in XML response
Y

scndportenabled
Enable secondary port
Y

devicescndport
Secondary port#
5016





































































Appendix B – Enterprise Direct Host Parameters
e. First Data Rapid Connect (Direct) Account information
· This information should be provided to you by your First Data Representative
Token Type
N/A

Method of MID/TID Entry (UI or Set Parm)*
Set Parm

MID Length
6

TID Length
6

Group ID
Nashville FE - 10001

Domain
N/A

Brand
N/A

* This would be a question to discuss with your integrator.  FD MID and TID information will need to be entered into the device by the customer.  There are two ways to accomplish this; via the UI where the device prompts for it upon initial startup, or via an API command called Set Parm, where the POS sends the MID/TID information to the device and no manual entry is required.  The POS integration must have written this into its program in order to use the SET PARM method.  Otherwise UI must be used. 

f. Vantiv (Direct) Account information
· This information should be provided to you by your Vantiv Representative
Chain Code


Method of MID/TID Entry (UI or Set Parm)*


Tokenization (Y/N)


* This would be a question to discuss with your integrator.  FD MID and TID information will need to be entered into the device by the customer.  There are two ways to accomplish this; via the UI where the device prompts for it upon initial startup, or via an API command called Set Parm, where the POS sends the MID/TID information to the device and no manual entry is required.  The POS integration must have written this into its program in order to use the SET PARM method.  Otherwise UI must be used. 

g. Chase Paymentech (Direct) Account information
· This information should be provided to you by your Chase Paymentech Representative
Method of MID/TID Entry (UI or Set Parm)*


Netconnect Username


Netconnect Password


* This would be a question to discuss with your integrator.  FD MID and TID information will need to be entered into the device by the customer.  There are two ways to accomplish this; via the UI where the device prompts for it upon initial startup, or via an API command called Set Parm, where the POS sends the MID/TID information to the device and no manual entry is required.  The POS integration must have written this into its program in order to use the SET PARM method.  Otherwise UI must be used.
Verifone INTERNAL
APPLICATION VERSION and CONFIG REV
VFI INTERNAL: THIS REV SHOULD BE LISTED IN THE FILENAME OF THE CONFIG BUNDLE PROVIDED TO CLIENT
SCA Application=

(incl. DHI if applicable)


Config Revision=

SIM:
 IE: 

Corporate Console ID (Reseller ID)


VHQ Company ID (MX only)


VeriCentre Cluster ID (VX only)


DMA BID (MX Only)


Specific Comments


Device Type Suffix/MDK

Selection
Designator
Device Type Suffix
MDK Label


Gateway Corporate Console ID different than 1040
non P
PWC_VFI_GEN_MDK


Gateway Corporate Console ID equals 1040
P
MDK_LABEL=PWC_POINT_MDK*


Enterprise MDK PLEASE ENTER for Account Orders

(SIM/IE to provide from VCL config file)
N/A


Select VSP Key


CLASSIC
A-KEYVSP-PWCPRODREMOTEKEK


Vantiv Enterprise Direct
A-KEYVSP-VNTVPRODUCTIONRK


CLASSIC First Data Pass Through or Direct
A-KEYVSP-FDVRK-01


Chase Paymentech Direct
A-KEYVSP-CPKIF04PRDRMTKEK

Boarding/Device Configuration – who will be performing the following tasks

Merchant Boarding – Gateway

Verifone

Client

3rd Party

Device Boarding – Gateway

Verifone

Client

3rd Party

Merchant Configuration–Enterprise Only

Verifone

Client

3rd Party

Device Network Configuration (Static/DHCP)

Verifone

Client

3rd Party
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